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About this Document

Purpose

This document describes the process of setting Multifactor authentication in Associate SSO service
(Okta) for a user accessing Office 365 Applications.

Intended Audience

e Office 365 Users



Setup Multi Factor Authentication

Open any browser and access

‘secure.pepsico.com’ d% CONNECTFD
Cy® Employes
Enter your ‘@pepsico.com’ email address
and password.
Click on Sign in.
Signin

Enter your @pepsico.com e-mail address

Password

Remember me

Need help signing in?

Keeping PepsiCo safe and secure

You will be redirected to Set up
. . . . (ONNEUEQ

multifactor Authentication Page with dﬁ | Employes

below options:

e  Okta Verify

e SMS Authentication

e Voice Call Authentication

e Security Question

Set up multifactor
authentication

& Okta Verify

Use a push notification sent to the mobile app.
Setup
Select any one or more of the options to
setup MFA @ SMS Authentication

Enter a single-use
phone

to your mobile

Setup

& Voice Call
Authentication

Use a phone to authenticate by following voice
nstructions.

Setup

© Security Question

to a security question to

Keeping PepsiCo safe and secure



Okta Verify Setup

Prior to setting up Okta Verify for your account, please ensure the application is installed on your mobile
device.

Installing Okta Verify - i0S

1. Open the App Store and search for “Okta
Verify” Q, okta verify Q| Cancel

a. Please make sure you are installing o7
Okta Verify and NOT Okta Mobile
2. Select the Okta Verify app
Okta Verify
Business GET
0 % % Y7 37 3e

Myorg Did You Just Try to Sign In? Want a Faster Way to Sign In?
206074 Py
From the lockscreen
github o leh "
004610
org2
Your scroen s unlocked

Okta Mobile

Business GET
). 8.6 SRE*d

See all your company
apps in one place

Easily browse your
company apps

Sign in using Okta
with Safari

Q

Apps Arcade Search




3. Select “GET” to install the Okta Verify < Search
application

(

kta Verify

Okta Verify (o) kt‘

My org Did You Just Try

ey

4 San Francisco, Califc

github @ Just now

ey

Org 2

a. You may need to log into the App
Store using your Apple ID if you
are not already logged in.

ACCOUNT

Touch ID to Install




4.

b. The App Store may say “Processing
Payment” when installing the app.
This is normal and you will not be
charged installing Okta Verify.
Okta Verify will now be installed on your
device.

Installing Okta Verify - Android

1.

Open the Play Store and search for “Okta
Verify”
Select and install the Okta Verify
application
a. Please make sure you are installing
Okta Verify and NOT Okta Mobile

Processing Payment

& okta verify Q 9
Okta Verify [ ——
Okta Inc.

3.3% M+ | )

2K reviews Downloads Everyone ©®

AT—
D IS

Okta MFA
Mi

You might also like

Microsoft Outlook: Splitwise LinkedIn: Jobs,

Organize Your Ema... 4.6 % Business News & .. AL
4.4% 42% 4
Similar apps >

7 ~
7 A
Y -:

1] O <



3. The application will begin installation on
your mobile device.

Okta Verify

Q 1% of 8.12 MB
@ Verified by Play Protect

Cancel Open

Ads - Related to this app

Earnin - Get paid Amazon Prime Venmo Wi
today Video 44% P Mi
4.3 % 4.4% 4.4
You might also like 2
Microsoft Outlook: Your Phone LinkedIn: Jobs, Mi
Organize Your Ema.. Companion - Linkt.. Business News &.. At
4.4% 43% 42% 4.
3.3% M+ |

2K reviews Downloads Everyone ®

4. A confirmation notification will show once
the application has successfully installed
on your device.

B> Google Play Store 7:09 PM

Okta Verify 0
Successfully installed

Installing Okta Verify - Android Manual Installation

Manual installation for Okta Verify will be required for regions where the Google Play Store and Google
Services are not enabled (e.g. China). These steps show how to manually install the Okta Verify
application.

Note: When Google services are not available, push notifications in Okta Verify will NOT function.



1. On your mobile device, ensure that APK .
. . o Settings Q @
installations are allowed. If it is already
enabled, skip this step.

a. Open “Settings” Connections
b. Click on “Biometrics and Security" i Wi-Fi, Bluetooth, Data usage, Airplane mode
i.  On some Androids, this

will instead be “Apps and
Notifications” < Sounds and vibration
Sound mode, Ringtone, Volume

)

Notifications

@

Block, allow, prioritize

Display

Brightness, Blue light filter, Home screen
g Wallpapers and themes

Wallpapers, Themes, Icons

Lock screen
Screen lock type, Always On Display, Clock style

Biometrics and security
Face recognition, Iris, Privacy

Accounts and backup
Samsung Cloud, Smart Switch

& Google

Google settings

1] @) <



c. Click “Install unknown apps”

This may be “Install other
apps”

On some Androids, you
may need to tap “Special
access” first

< Biometrics and security

Intelligent Scan

Face recognition
Register your face.

Irises
Register your irises.

Fingerprints
2 fingerprints have been added.

Biometrics preferences

Security

Google Play Protect
Apps scanned at 4:06 AM

Find My Mobile

Locate and control your phone remotely if it's lost or if you

forget your unlock method.

Security update
November 1,2019

Samsung Pass

Use biometric authentication to verify your identity easily and

securely.

Install unknown apps

I O




d. Select your primary phone
browser.

Your primary browser may
not be Chrome. Select
whatever your primary
browser is.

< Install unknown apps

Adapticons
Not allowed

Briefing
Not allowed

°| ©

Chrome
Allowed

¢

0

' O e D

Drive
Not allowed

Email
Not allowed

F-Droid
Allowed

Facebook
Not allowed

Firefox
Not allowed

Galaxy Store
Not allowed

Galaxv Wearahle

[ @)




e. Z(r)‘ggle Allow from this source < Install unknown apps
f. Tap “Ok” if prompted to confirm

G Chrome
78.0.3904.108

Allow from this source ()

Installing apps from this source may put your phone
and data at risk.

1] O <



Download Okta Verify from this this link :
from your mobile device. @
Tap “Ok” if prompted to confirm

downloading the APK file.

Google

(=

Search or type web address

A This type of file can harm your device. Do X
you want to keep OktaVerify-5.0.1.apk

anyway?

1 @) <


https://secure.mypepsico.com/static/mobile/android/OktaVerify-5.0.1.apk

4. Tap “Open” to execute the APK.

Google

Search or type web address

+ OktaVerify-5.0.1.ap

Open

EC)



5. Tap “Install” in the bottom right of the
screen

Do you want to install this application? It does
not require any special access.

Cancel | Install

[ @) <



6. Okta Verify will be installed on your
device. Click “Done” to return to the

home screen or “Open” to launch the app.

App installed.

Done Open

1] @) <

Registering your Account with Okta Verify

1. Click “Setup” button under Okta Verify .
Option. & Okta Verify

Use a push notification sent to the mobile app.

Setup



2. Select your Mobile device type (Apple,

Android or Windows) CONNECTED
é D Employee”

% e

O

Setup Okta Verify

Select your device type

Back to factor list

Keeping PepsiCo safe and secure

@% CONNECTED
mployee”
Ql1l® Employ

W s

O

Setup Okta Verify

3. Click on Next button.

Select your device type

’

Install Okta Verify

e Download Okta Verify from the App Store onto
your mobile device.

Back to factor list

Keeping PepsiCo safe and secure



4. Associate SSO service (Okta) will show a
QR code for registering the account to £, CONNECTED
your Okta Verify app. é,pr E":ﬂ'iy“

O

Setup Okta Verify

Can't scan?

Back to factor list

Keeping PepsiCo safe and secure



5. From the Okta Verify app, click “Add
Account” @
a. On Android, this will be a “+” icon
on the bottom right instead.

Welcome to Okta Verify

Okta Verify helps you log in securely.
You'll use this app to approve your logins
after entering your username and
password on your computer.

Add Account




b. If you have not previously used the
app, you may need to allow @
Camera Access and Push
Notifications for the app.

Allow Camera Access &
Push Notifications

Okta Verify needs access to your camera
to help add accounts. We only use the
camera to scan codes.




6. Scan the QR code with your Okta Verify
app

Add Account

Okta Verify

Scan barcode

a Verify application
tdevice and select
unt

or

No Barcode?




7. Once the account has been successfully @ Okta Verify Edit
registered to your Okta Verify app, you will
see the site, the 6 digit OTP, and your

account email listed in the application. secure.mypepsico.coml Site information
. Th igit OTP r very few
a e6dgt0‘ otates every fe 190521 Rotating OTP
seconds and is only used when :
@pepsico.com  Account information

selecting “Or enter code” when
logging in with Okta Verify.

Add Account

SMS Authentication Setup

1. Click “Setup” button under SMS ) .
Authentication Option on Setup MFA page @ SMS Authentication

Enter a single-use code sent to your mobile
phone.

Setup



2. Select your country and input your phone

number. CONNECTED
=y . Employee”

3. Click 'Send code' o

Receive a code via SMS to
authenticate

United States v

Send code
Back to factor list
Keeping PepsiCo safe and secure

Phone number



4. Enter the One Time Passcode you get as

SMS on your Mobile and click 'Verify' ﬁ CONNECTED
=iﬂ=' . Employee®

]

>

Receive a code via SMS to
authenticate

United States

Phone number

Enter Code

[ |

Back to factor list

Keeping PepsiCo safe and secure

Voice Call Authentication Setup

1. Click “Setup” button under Voice Call - .
Authentication Option on Setup MFA page ¥ Voice Call

Authentication

Use a phone to authenticate by following voice
nstructions.

Setup



2. Select your Country and enter Phone

Number. é% CE)NNIECFEQ
mployee”
-l | ploy

3. Click ‘Call’ o
Q

Follow phone call
instructions to authenticate

United States v

Phone number Extension

Back to factor list

Keeping PepsiCo safe and secure



4. Enter the code received on Voice Call and

click on Verify CONNECTED
€ =1ﬂ=' Employee’

D e

@

Follow phone call
instructions to authenticate

United States hd

Phone number Extension

Enter Code

Back to factor list
Security Question Setup

Keeping PepsiCo safe and secure
1. Click “Setup” button under Security

Question Option on Setup MFA page a Secu rity QUEStiD n

Usze the answer to a security question to
authenticate

Setup



2. Select a security question from the

dropdown. ﬁ% CE)NNIECFEQ
Q;1[® Employee

W rremea

Setup secret question
authentication

What is the food you least liked as a child? &
What is the food you least liked as a child?

What is the name of your first stuffed animal?

What did you earn your first medal or award for?

What is your favorite security question?

What is the toy/stuffed animal you liked the most as

a kid?
What was the first computer game you played?
What is your favorite movie guote? M

3. Enter the answer in the box and click

“Save” CONNECTED
£ ={ﬂ= Employee”

T reemea

Setup secret question
authentication

What is the food you least liked as a child? ¥

Answer

[ |
Save

Back to factor list

Keeping PepsiCo safe and secure




Choose Multi Factor Challenge Options
1. Open any browser and access
‘secure.pepsico.com’ dlﬁ  Employed

2 reemca

2. Enter your ‘@pepsico.com’ email address
and password.

3. Click onSignin
Signin

Enter your @pepsico.com e-mail address

Password

Remember me

Need help signing in?

Keeping PepsiCo safe and secure

4. Click the dropdown to select any of the

configured factors for MFA challenge CONNECTED
é Pl Employee’

W s

0 :

Select an authentication factor

e Okta Verify ( s iPhone)

I € | SMS Authentication I

'@ Voice Call Authentication

Orenter coae

Send push automatically

Do not challenge me on this device for the next 15
minutes

Sign Out

Keeping PepsiCo safe and secure



For Okta Verify, click on ‘Send Push’ to
send push notification to Okta Verify App @% CONNECTED
on your mobile device. =g Employee

]

On your mobile device, open the Okta

Verify App notification and select ‘Yes’ to .
access the application

Okta Verify ( 's
iPhone)

Send Push

QOr enter code

Send push automatically
Do not challenge me on this device for the next 15
minutes

Sign Out

Keeping PepsiCo safe and secure
For SMS Authentication, click on ‘Send '

Code’ éﬁ CONNECTED
mployee”
QLD Employ

Once you receive the code on SMS, Enter
the code on this screen and click on

‘Verify’ @ .

SMS Authentication

(1 3OO0 XXHX)

Enter Code
Send code
Do not challenge me on this device for the next 15
minutes
Verify
Sign Out

Keeping PepsiCo safe and secure



9. For Voice Call Authentication, click on Call

@% CONNECFEQ
10. Once you receive the code on Voice Call, -l E“:E!fzee'
Enter the code on this screen and click on
‘Verify’

@ .

Voice Call Authentication
[+ 3R -2 MR

Enter Code

Call

ot chal eNge me on this device for the next15

Sign Out

Keeping PepsiCo safe and secure




3  Self Service - MFA Reset or Set up

1. Login to secure.pepsico.com

CONNECTED
< #ﬂb Employee"

Sign In

Enter your @pepsico.com e-mail address

Password

|:| Remember me

Need help signing in?

Keeping PepsiCo safe and secure

2. On the right side, navigate to [First Name/Last Name] > Settings

I ﬁb Cgﬁﬁﬁﬂi@ Q Launch App A Home A~ X 71200035 ~ Admin
) ) lh.m Settings
Sign out
Work +

Note: The screenshot is showing a GPID because this is a test account. End users will see a first|

name/last name.



“" N H ”
section

Under “Extra Verification” users can Extra verification Increases your account security when signing In to
4 Okta and other applications you use
remove and set up new MFA devices.

Okta Verify Remove
SMS Authentication Setup
Voice Call Authentication Setup

Security Question Setup




